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SUMIARY

} .~ S - _T. Chapte“ I outlines the great need for continued
; 'i: . h '_ securlty preczutions in handling the special infor--

mation derived from connmunication intelligence activi-
ties. In Chapter II the story of the modern develop-
ment of ecryptography, cryptanalysis and traffic analy-

sis is told to demonstrate the increasing complexity

of codes and cirhers during the past generz tion, znd

i L e ki b i

the consequent difficulties of deriving intelligence
therefroz. This fact has necessitated the influx

of a large number of persons into U.S5. Army and Naval

Conmunicztion Intelligenée orgenlzations since fhe
carefully selected few of pre~war times could not
- cope with the tremendously increased traffic.
Rapid exransion has made the problem of

continued security even rcore pressing now than ever

Ry

before. A detziled story of the publicity lezks
.concerning the success of communication intelligence
in variocus nations has been outlined to cover the

post-war pericd from 1920 to 1930, the Yardley era

ol il

from 1931 up to the outbreuzk of the American~Japanese

war, and finally; the present period in which the
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. .. most dahgerous publicity leéks have occurred. Numer-
- ous instances.haVe been clted to indicate the great
'need for laproved 1egi$lat16n to protect the security
- of communication intelligence éctivities in the
;Ubited States,
. e ~ Chapter III discusses the effects of publicity
| leaks on United States? cryptanalysis and traffic
analysis, with particular reference to Japanesé
security. precautions after Yardley's disclosures in

1931, and with special emphasis on the developments

resulting from the unfortunate HublLCltY concerning

‘the Battle of Midway.
Present legisiation pertaining to security

i : T violations is azmalyzed in Chapter IV, and certain

deficiencies are discussed. Chapter V suggests the
; ‘ inclusion of certain provisioné in the proposed new
? ' . legislation, snd Chapter VI proposes that joint
; legislative action be inaugurated sizultaneously by
- the English-speaking powers, if not all the United
i : Nations, to protect the valuatle sources of military
: ' anﬂ naval intelligence developed in'this VEaT.

: A prorosal for the establishment of a Joint
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¥iilitery Intelligence Reviewing Conmission to review

all publications discussing sources of military in-

telligence is wade in Chapter VIY. The creaticn of

& special reviewing éommittee, comprising a few out-

standing individuals of different political bellefs,
sone representatives from the press, and military

and naval officers, is the only certain means of pre-

venting disclosures wnich will reveal the source of

operational intellizence.

Chapter VIII discucses certzin consilerations

_in procuring new legislation, ané points out that

both interventicnists znd non-interventionists in
Congress will support z well~consicered plan for
protecting an sctivitiy that hes served as a scouting

ara for our fighting forces in providing more accu- |

rate informastion concerning the eneuy's intentions

at less cost than any other form of intelligence,
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- Parpoze of the Renort

Ihis réport has been prepared for the infor-
mation of those in high cﬁmmand who have been charged
with the déireciion 2nd coordination of the Communica-
tion Intelligence orgznizations of the U.S. Army and
Havy. The very nature of the work involved in the
operétions of these orgsnizetions hias maie the pres-
ervation of éecrecy an important consideration. Un~

authorized disciosures of their zctivities have

Jeopardized, on several cccasions, the results of
many years of erduous research and hzve encangered

the safety of our armed forces, who at tines have

r
]
A
1

been dependent in grezt part on counmunication intel-
iigence for infermation concerning Iuture operations.

In view of the ever prescent danger of a dis-

e L bkt b finb m s s et ke 2

closure in posi—war times when nilitary censorship

3 ' will have ceased £nd most of our personnel w111

have been denobilized, it was Geemed adviszble to
acguaint nizher auvtherities who need to =mow with
détails»of ihé serious securlty problea io te solved.

For this reason, an historiczl resume of sone ol the

i il A Lot it sl i

&

famous publicity lezXs of the post cemeration has
. .

veen incluzed in tihis renort o demon!
O
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- for greater security precautions at the end of this
var. An anzlysis of current legislation, pointing
L " out some of ihe deficiencies therein and suggesting
| 7: some provisions which may be acceptable to higher
authorities for incorporation in a new law, has also
been provided as a basis for further action by those
" responsible for the procurement of new legislation.
It is recognized that a satisfzctory solution
- of this problem will protably ‘encroacii upon the free-
dom of the press and freecom of speech. The ;ssues

atl stake are so important, however, that gome action

mustlbe taken in the interest of national safety.
The value of communication intelligence will not dis-

appear with the cessation of war, for a review of the

PRI IR R A N S

important information suppliec to governmental =uthori-
ties from this source prior to the war mzkes it otvious
that the U.S. Army'and Hiaval Comrmvnication Intelligence
organizations must continue to be a wvaluazble a2scset to
“the prosecution of the national policy in the years

to come. ‘

While the needs of the Army and the Navy will

L it 5,

not be 50 pressing in tiroes of peccte, the reculrenents
- & 2

of the diplomatic and econonrice fields must be noet.

; <:> One important factor, which has further emphasized the

5
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i SR heéd for'adquatg protection from publicity, is that
o ~ cryptanalysis has advanced beyond the pen ané pencil
' | stepge, 2nd in order to pursue it successfully in
the future, complicated, expensive nmachinery and
considerable numbers of highly trained personnel will

be necessary. For these reasons every possible pre-

caution must be tzken to ensure the preservation of

this valuable ald to our naticnzl safety.
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- Historical Bazckerouna Of Upzuthorized Pukblicity

] S . -7 - . I Congcerning Comrunication Intecllicence fuccess

i 0 . .. le ¥ocGern Develorment of Cryntocranhy, Crvptanalysis,
' : ' gna Iroiric dnelysis

L " The increased importence oi radio in mocern

TR Y] ST Wy

communicztions as a channel for the conveyance of im-
portant military, ciplomatic, anc econvmic intorza-

tion has become zpparent with the growing tempo of

e R bl

wodern life, HNo othzr mecium can rival the specd of
K ' o radlo in instantaneously relaying important decisions

. of commanders to their swiftly moving subordinates,

] _ scattered over widely sepzrated areas. This fact ex=
4 plains the tremendous growtn of comrzunication intelli-
] gence organizcotions in every large netlon since the

last World Wwar. The discovery oi an enexy's or poten-—

s _ - tial enemyts secret plahs through .racio interception
hzs meant tremendous savlngs in men znd meney ior

~many nations in recent wers,

i - : - DBoth cryptography snd cryptanzlysis have

' rezched new heights in the last generation. The suo-

den developnent of communicotion intelligonce expha-

sized the ilwpportance of cryptenzlysis, Ior not till

L.
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. the advent of radio could experts so easily obtain

“the mass of materizl necessary for proper research.

Concomitantly with the progress of eryptanalysis,

'_‘cryptography made a similarly noticeable advance,

siﬁce the fact thaet radio rmessages were avalilzble to

"all who desired to intercept them necessitated the
ereation of extremely complex codes and ciphers.
- Thus, by a process of action 2nd counterzction, both

eryptograpny znd cryptanalysis have made steady ad-

vances with first ome and then the other in the lezc,
The ambition of every nation haé been to cdevelop ﬁn—
Breakable ciphers for its owvn use and to solve every
cipher in uée by the ensny. Strangely enough, the

decryption of eneny ciphers 1s probably the only cer-

tain method of a country's asceriaining the security

of its own cipher system. Hence, the sipnificance of
mogern crypienalysis is twolold:

(a) It hes provided pore accurate intelligence

concerning the enemy's intentions a2t less cost in men

and money thnan zny other form of intelligence;

(b) It hes served as a check on the security
of a nation's own ciphers and codes.
It zust be rezeuhered, however, that the U.E.

Army and Nevel Comaunication Intelligence organizziiong

('l
“
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fﬁere created not to achieve success in the academié
-field of cryptanalysis, but to provide intelligence
for operational authorities by means which may involve
decipheraent only inci&éntally. Traffic analysis,
which does not possess the antiquity of cryptaznaliysis

- for it is as new as radio lteelf, 1s also an important

phase of ccrnmunication intelligance activity.

_.
3

3
]
]
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1 v -
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2. Ezpznmsion of Unitsd ftates Communiection Intelli-
gonce Urrpunisstions

The trezencously increased flow of eneay opera-

-

tional traffic, which reszn wiith tThe outhrezk of tuils
> (2]

Ty PP PR L

o

s

T . o P =  ra b . T Y s tTe e i = moawm tim o w o e e m mme



éﬁGID:‘SE&BSSE

'war, necessitated & ﬁfeat exﬁansion of personnel in
" both the U.S. Army anc Naval Comzunicetion Intelli-
‘gence organizationé. Consequently, many persons were
introduced for the first time to zctivities which had
- long been cdeliberately nldden by strictest security
precautisns., " In adcition to those who have been nep-

bers of the Army and Naval Communlcation Intellizence

3 _ - organizations, many other Army and Naval personnel

have become aware orl tne eAistence anu operations of

e ki

these orgenizations throush the hzndling of Intellil-

gence which necessarily hzd to he dlsseminateu to cer=

'i'“lﬂl;’"‘ .

tain operational commancers.

{ o - VWar corresponcents anc other purlicists also

Db o a0

. have had an opportunity_to game in contact with sone
of thié intelligence, e.z., Stanley Jolnston who '

dgivulged the story'behiné the 2zttle oi Miaway, and

3 : Fletcher iratt who hae wlso written & toox on crypt-

' I anclysis, Furfhermore, come members of thne ¥.CeCy,

| FeBeIl., 2na State Lepartzent, znd certain other

elvilizn authorities nzve been cognizant of the succes

[P A SR T YT

“of 4iumerican cryptainzlytical agencies, It is estinated

&
v fey

-

1l - Plctc;--, Proct,
! _ .oof Cotes tnt UL nils, JiuUe H1.D0n Z02:d, ’w‘hcn
3 CLl3y, siede, Lyoyy Yine Aystorices oo aiauwy’, wnd

"ll;b uuxuuanut at ...J.u.*_fl Sorer: o7 ;"7 i -'\L:':‘-
gonc ol o e . :": ) ADV e L~ p
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"thdt at least 50,000 members of the Army and Navy
ha#é handled cryptographic material, and several thou-

'isand Arny and Naval personnel, exclusive of inter-

' cept personnel, have beén assoclated with cryptanalyti-
 ca1 sctivities. The number of those who have handled
‘rthe resulting intelligence is not as lérge as those
i S l: 1 'who have beén engaged in processing the material, but
} ] . . even the disclosure of certain techniques would be as
é N  ,L - damaging as the revelation of actual intelligence.

It is apparent, therefore, that a large number of in-

A delall

dividuals possess knowledge which would be extremely

damaging to the national interest, if made available

s

i ' | to unauthorized persons.

It should be pointed out that it 1is not jpossi~

ble to hide the existence of large cryptanalytical

organizations from experienced esplonage sgents.

PR SRR WP

Furthermore, the enemy takes for granted, as we do,
fhat every radio messﬁge transzitted in war tine is
} intercepted by hostile forces, who intend to éeciph;r
and read the coﬁtents, if possidle. Zut knowledge of
the sucéess achieved by Azerican cryptznalysts can
and nmust be lizmited to only higher authorities sho

need to kmow. This is the objective which must be

a2t
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.~ ‘attained in the future lest the source of mach unique

-

- intelligence be destroyed. Some examples of the cam-

.ff::éging effects of publicity on comzunication intelli~

“igencé sctivities will te discussed in the following
‘i o . 2T Fs 030 Publieity Lesks Concerning Cozmumication Intelli-
i .t s Eence

Publicity in America concerning the success

i _lth‘ o .:.'df Communication Intelligzence in varlous nations seenms

to have occurred in three major spurtsi-

@-:f : ‘fﬁ  ‘:f .  --f,'A. The Post Wér Disclosures - which ran ffom

‘ o | 1920 ~ 1930 epproximztely.

, B. ’The Yar&ley Era - from the publishing of.

% "The American Blzck Chamber® in 1221, up

1 g : ~ to the outbreak of the Americen~Japznese

f : j. P o car.

; o C. Toe fnerican~Japinese War - vwhich ccezsioned

the most dengerous disclosures of all,
A brief study of cach of these periods will be
of value in understanding the neef for strict security

precazutions which must be takXen in modern comzunica-

tion intelligence work.

o e . gl e bk bt

P P W
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ho. Post Vorld war I Disclosures
The great irterest shown in communication in-

: tel1igence by most ﬁodern natlons probably owes much

to the revelations of such activity which were nade

PRTErL Y

publib during the years following World War I. The
informstion contained in this report has been gathered

ir the main Trom publications availadble in aost pub-

Lo T . N
P CETWT FUANE Y R

: _ lic libraries, and has been set forth here to demon-
strate the necessity of preparin o to stop the antici-

~pated avalanche of post war publicity which wilil

el etk Eehie

jeOﬂardize the activities of Anerican intelllgence
agencies unless’ approprizte zection is taken.

j o - - 1. Zhe fllies

(&) France

] ' ' From the writings of various French ex
perts 1t is oy thzt the French entered the war in
1914, thorougily familidasr with Cerzon military coces
‘and ciphners and with long expericnce in reading Ger-

2
man &nd Italisn diplomatic messages. Excellent

el T o
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'planning in ti;es of peace,'splendid cbbperation be~
7 tween military and dipiomatid leaders in regard to
‘eryptanalytical assignuents, and continuous reéearch.

in developing the most efficient procedures resulted

in great sueccess for the French in'anticipating and

- frustrating German

attacks.

(v} Enclang

The British Army and Haval Inuelllgence

_Departmsnus had well-organized

cryptanalytical bu&eaus

during Yorld War I, and the continued stress placed

by the British on the speedy collection of materiazl,

collat

"stimulated other nations

careful examination and selection, and a

to follow

skillful

ion of zll available sources of inforration has

their exanmple.

2 (Ccontinued) -
Glecoute pen
KO. 16 1953
graphieﬂ, Rac
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Marcel Givierge, #Cuestions de Chiffre®, Pevue
JMilitaive Trancsice, Paris, 1924, p. £09. Qirois-
lated in U.C.i. Signal Corpu Bulletin, iarch
an¢ :Hay, 1926.
The Tivinz Aqce, Yay 2, 1925, 233. :ientions
toe incicent ctefoare the Yarld ¥ when i, Caii-
aux, a rIrenca leceader, c*:c"ose“, throuch a
careless relerence, the success of Treach crynt-
-anzlyststs the Gernans. fosorvoat source of
Inforaation wzs lost for tine beczuse the [eT-—
mans cholgcd their code.

-+
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"“[:f'Despite-the existence of the British Qfflcizl

Secrets Act of 1911, as amended in 1920, several booxs
published in England have given.rather detailed ac-

-counts of British communication intelligence activi-

ties. Captzin Ferdinand Tuohy discussed British
nethods of direction firding and code work in a book

'publishéd in 1921. Even the rudinents of Tina and
3

R.F.P. were explained in this work.

In Decermber 1927, the f"best kept secretr™ of

the Great War was disclozed by Sir Alfred Ewing,

Prineiral of the Edinburgzh Tniversity, in a lecture

entitled "Soze Special Viar Yors"™ wvhich he delivered

4
to the BEdinburgh Philosophical Institute. He told

‘of the activities carried on curing World Viar I in

the famous Room 4O 0.3. of ihe ﬁritia; Adnirzlty,
where Gerzan dispatches were ceciphered.

.Four years later, in 1231, Sir Alfred Ewing
added further cdetails in an interviewv which was pub-

5
lished in Azerica. As many as .2,000 nessages a day

,A—'O' IJU. : ’

L,-gl.lﬁ.LDu.' by Jec., ln.l‘, 1’)37’
oy dnyuen Aur\.n froz London, [i.Y.
Tines facgzcine, Hov. &, ,lf

13
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;.ﬁere decipheréﬂ in Room 40 with pever mere than
:,:twenty-four hours delay. One of the iressages, dis-
closing that the CGermans planned to raid the East
. Coast of England, led to the Battle of Jutland vwhen

Adniral Jellicoe, forewarned, moved his fleef 1o meet

the German warships. 4Another publicist confiried

- Ewing's statement as to the Battle of Jutland by pointe

Lod e ket bl o

ing out that the Admiralty Xmew of the plans'of the

German fleet at least twelve hours before it moved

;5 o . .~.. ' from ifs base. Adairal Jelllicoe put to sea at 5:40
i o ‘i.;g._:l '.P.M. on May 30, 1916, and the Germansédid not weigh
o - o anchor wmtil 3:00 A.M., May 31, 1916,

; o _., I According to Ewing, Room 40 cealt with diplo-

; o ' | matic ciphers as well as naval dispatches, and, there-
J '~fore, was able to give warning of the Easter rebellion
in Irelané, as well as inforzation of German zctivity

in Persiz. Probably the rost important exploit of

1 ' Room 40 O.B, was the deciplerment of a iessage sent

Ry

on Jznuary 16, 1917, by Dr. Alfred Zimuerman, Under-

il

secretary at the German Foreizn 0ffice, to von DNcoke-
harat, Gernan Yinlster to idexico. This message re-

vealet a Geraan proposal for an alliance with Hexlce

6 - Heetor HZvrater and M, C. Ferral whetel tiel;
Inteilironeer tomsins of iavan foeroT o ro LT

= Ay o Comd ~ [ b -
vice, Rlcaard K. Snith, LuY¥e, LY0i, Ze Ll
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on the grounds;that after the war ¥exzico would ré-
celve the territory of New lexico and Arizona which
she had lost in 1348. As Ewing remarked, the publica-
fion of this message was deeisive in converting Aneri-
can oulnion to the necessity of war,

The complete details of the interception and

'deciphsrment of this message nmay be found in both

: ' o " English ané hmerican publications. The memoirs of a
- former German Naval Intelligence officer, von Rinte-
len, were pubiished in London in 1933,7‘and official

correspondence dealing with the Zimuersan affair

Iy T

~were disclosed in the rezoirs of the former Americzn

Anmbassador to Enzland, Valter H. Page, published in

8

TRy

] ] T Anerica in 1925.

Von Rintelen was captured during the war by

P

the British on his way buck to Cerizeny from Americs,
and he then leazrned from pdmiral Williewm Reginalad
‘Hall, the Chief of British iTaval Intelligence, thet

3 ' ' the British had known Gerasnyl!s five veys of sencing

s ™3 g « TS L ™
stain von Rintelen, b Duri Tavsder:  Tore

o Poninizecencas of & O onm
; fenos Ur:;vug, Lovot Dicason,
; St., Lonwon, 1333,

1 . 8 - "dT"LGl J- ¢a-.—.;u;,i\.. \.’ e T:if'.'__.’ rna L"“!‘TOT‘" ")f

7 =

A% 2l el dearbie slas
' O

T

Talter 1 Pere, 3 vols., £-L._L":", Foye

-
: CC-, i.}' ; \!:'\;:L- lII: _;:;_30 z,}—]- /\-J-\-e

mcdum aweloe.
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.i : - ,ji. information to_America or Meiico, and had intercepted
j | and deciphered messages sent by all five routes. '
3 o :

3 . Furthermore, Admiral Hall disclosed the radio decep-~

“fion nethods used in elininating Admiral Speels sgquad-
| ’:ron at Falklands on December %, 1914. A newspaﬁer

; o ':'" .. articie by Hector BYWatef in 1634 cited testinony

| from two British intelligence officers in confirma-
tion of von Rintelents story concerning the secfet
background of the Battle of Falklznds.

Mr. Bywater, who was one of the worlda's best

informed wrilters on navzl affsirs, published many

P! PR P A TS WPEL LR |

specizl articles and books on the English Navy,

] o several of which cdiscussed British direction finding
and cryptznalysis, and especially the work of Koom
40 o.B.lO ‘ |

Captain H, Lancdau of the British Secret Ser-
vice wrcte in léBA of his ﬁorlé viar activities in
setting up information postis in Hollend to obtain
] _ - data on trzin novenments in Belgiwa and occupied

France, Incirectly, he was of grest zessistance to

. - - -
9 - Railv Talaspavihy, London, feot. 4,8, 1934.
Lii~snces

N . . - v e ~ [ T o
10 - Dyuwater una Teryroby, Ztronito Tnie
Hector C. Syvwater, Lheir Mocrou Zur-arag,

Loncon Counstable and Co., .y, Chaslii.
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Germzn services. ¥

" Becretary to Adnira
- . after the latter

ligence in October 1914.

great emphasis on

e ek el A Aoams e B LT
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. "Room 40 0.B., because his organization obtzined a
- copy oi every Einhcreu telegram sent out of Holland

'by the CGerman Legation, the Consulates, and other

1l
Furthermore, even before the wuar

- broke out, according to Lorac Flsherts memoirs, the

British had a burezu established in Switzerlznd to

12

.-collcct foreign code tGICfr¢ms.

One of the sources concerning British communi-

cation intellizence activities in vorla Var I was Lhe

book written in 1935 by Eugn Clelunc Hoy, who becane

1 (tnen Captain) ¥. H. Hzll Jjust
hid becore Lirsector of Navel Intele

13 :
He told ol the orizin of

Room 40 Q.Bs &t the Avmirazlty, dederibed cgome of its

exploiils, and then, ironically enouzh, stressca its
scerecy . as follovist

. RQ5 i,

[Foom 40 0.B.7, too, the late
Earl Raliour .

ualu.-

'To foom L0, the country owes an immense
debt o gratituce -~ a cebt whlcn at the =
time, at least, coulu ncver be paid,

Lanu raipt  Tog Svars ol the
e ‘.'...:' o ortaadiee LT LT ON
= ; - - - 2o
Lioviwes, G Lo, : Sy Sic-
. i o ] -

12 - }‘l(.—\.'.&, :.:.U.
1> -~ Burn Clolanu op 2 0, T, rw Hor Lhe AT ULS
Lon, Hutchiuson wne Uoe, Lonwn, L¥32.

+ AP mgmam m—y r—— PR g s
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Secrecy was of the very essence of the
. WOIrK, and never was S5&Crecy mnore success—
.. . fully observed.'? (14) :

One of the most interesting accowmts of Bri-

tain's cryptanalytical aectivities in the last world
War can be found in the testimony brought forth be-

‘fore the Hixed Claims Commission of United States and

e Eaikais bt it i kil K%y

Germany in regard to the disasters at Black Tom, NeJe.
on July 29-30, 1916 &nd Kingslend, §.J. on January

- _ i5 :

; L . 11, 1917.  Adémiral Hzall of British Haval Intelli-

gence supplied the texts of many intercepted unessages

to demonstrate the xnowledge of the Gernen Government

‘ 16
in regard to the activities of 1lts sabotage experts.
1
1 - : Thus, much of England's secret war sctivities
i_ were disclosed not by espionzge agents but by the
: . . books and nevwspaper articles of its own nationals,
1 ' _ . '
- - with soame revelations by outside sources.
3 . c
] (¢) Russia
' The Lussisns entered the World Tar very
; | .
3 badly prepared for military cryptography and crvoi-
analytical work, thoush long experience in success-

i ,

14 = Ibid., po. 24, 25. .

15 - _irea Cl.oicz Convicsion, Tiniteg Stztes znd

Corarnyr  Qoinad ~AL eBCLEllNnSs in Lne
1 Labotra Ci in Dom June 15, 495
’ ™ gust Deiuras o Db AT TmiGAX, L ugerine
\;.,;" tendent ol Docuucnto, Joualopton, DL.C.
16 - Ibid., pp. 22-30; pp. ZUi-202.

- cmestianil ) bl o
"
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fully decoding Turkish, British, sustralian, and

- Swedish diplomatic codes and police work against the

Hihilists had necessitated cryptanalytical research.

Deséite all this backgrownd, it secems from the slizht

‘evidence available that very little military crypt-.

anéiysis was done by the Russians in World Var I,

':though they did solve some of the Germazn codes. On

the other hand, lack of =zecurity precesutions helped

the Germans to decipher Russian codes. One reason

_'for believing that the Russisans did not achieve much

cryptanalytical svccess arises from the fzet that the
Russlans were unavware that the CGermans were rezding

17
their codes.

(8) Italy
Before the first World War, Italy had

aone little to develop 1ts cryptanalytical bureaus,

. and there is no published evicence to prove that che

was any better during the war. This situation is ¢if-
ficult to wnderstand because of the tracditional in-
terest of Italian scholars in ervniograns &nd crypt-
gnalysis. iHore intensive resezrch in Itzlien libraries
than has been possible in drawing up this report would

probably reveal further detaills of Itzlyts crypto-

17 - Gylddn, cn. cit., 7. 69.

——te me—
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.grsphic and cryptanalytical ¢fforts in Yorld Yar I.

' 2. Central Povers . ’

- '-.“‘ {(a) Gercany o

- The German Army, Navy, and ¥inistry of

E |  ' s  t‘.Foreign Affairs had cryptanalytical bureaus before
; 4
? Yorld var I, but ipzdecuate and ill-trainzd cersonnel
-% had made competent rescarecn im-razeticable. Compared
E o ' with the French, they vere much inferior in that they
é e SR laciked & centralized organization, were without expert
g '1gadefship, end because of insufficiznt research ere
E not prenared to cose with the problems invoived in de-

civherine French r~ades. TFTurthermore, errors and
omissions discovered in Gerzman communications peraitted

the French to solve Cz=rman nessages very ezsily.

ETVR IR IR0 s

In the late years of the war, «fter a difficult
period of self training, the Germans became rpuch moTe

adewt in cryptznalysis. A Rritish vwriter stated thot

R R AT VWP P E T

he Gerzans were overhsaring Tritish signzls znd vire-

m

less cenversation zfter 1916, and were thus al-ays
nrepared “or British attacks during the last vears of

the —ar - 18

Ty

Lfter Sir £1fred ¥ving had clsclosed the work

of Room A0 cduring the Yorld Tar, &n announcengnt re-

e R e e a1 e Sy e e ¢ brat mrmowm s L
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j; SRR - . vealing the correspondlng German department appeared

. in the Vossiche Zeitung. The article described the

“déciphering of intercepted British signals in a myste-

rious wireless station, surroumded by barbed wire on

YIRS P -.-»;ﬁj_.u....u'.'"..‘ "

'a lonely moor near Neunenster. This story was con-

firmed by a former Geraan wireless officer, Lt. Comdr.

. 19
Y. Kraschutzki, who helonged to the Keumenster staff.

P PRI Py W,y ALY

It is believed, however, that this Bureau was not

PPN

successful in deciphering British Naval dispatches
_ 20
until some time in 1916,  though it is known that at

T ATE T REAL ]

‘the outbreak of the war, sdmiral Spee knew because of
intercepted Britisn nmessages that he was being shat—
<1

cwed by British cruisers.

; _ - On the Russian front, the Germans were much
pore successful owing to Russian comuunication de-
ficiencies. The Gerazns knew-as much, if not nmore,

j . S than some of the Russilan commancers about iloscowts

] ﬂ plens for the Battle of Tennenburg. Germeny hed

i B ' still better success with diplomatic secrets for they
! _ were able to read the messages of ajor Langhorne,

the American ¥ilitary Attaché in Berlin. It will be

19 - London Tluaos
20 -~ Glden, oo,
21 -~ Von Lintelen, gg. gii., 2. Zle
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|

D | | . o
‘ remembered that the Germans had arranged to send these

:_,dispatches for Hajor Langhorne who wished to keep then-
~ .from falling into the hands of the British. In the

P LRI THAP P LR I RPIRp v

process, the Germans were able to rewrite the Ameri-
. can Attache's dispztches with a pro~Germsn bias. It
. may be'presumed also that thelr experts were azble to

22
- read the messages oI other nations.

PP U A R L VG PPy oI )

(b) sustria
R ,,”-_ - According to Generzl Eonge, Chief of the
_Austrien Militery Intelligence Service curing Vorld

" ¥War I, cryptography haﬁ been much practiced in sunstriz,

o Lol s

but cryptanalysis was entirely unknown until 1908,

when he began to work on intercepted Italian Haval

i A Al

dispatches. Hessages of other countries had been de-
ciphered for vears, but solutions had been cbitained
by acguisition of the codes through eépionage rather

i | . . “then by cryptanalysis. Hoﬁever, in 1918 the Evidenz-
| bﬁreau of the Generzl Staff was re-orzaenized, and

| I _ - efforts were made to stimulate cryptanalyticzl activi-

ties.

Ami

1 ) Despite its inadequacy at the beginning of the
war, the Evidenzhurcszu gave many fustrizn officers an

&

opportunity to analyze Russlan systewms and, as a result

e R Lt L ————— AT e A g4t v % = % e Tim g ey e
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~of their specialized trzining, they were able to

:¥_ solve Russian-ciphers much more guicily then the Ger-
i mans, As the war progressed, the Austrizn bureau ex-
; panded, Andja French source states that in February,

“1916 at least 26 cryptenalysts were employed in the

23
Vienna office alone.

cAustrizn militory commancers were well aware

of bhe velue of the information supplied them by this

~ burecau, and Von Glzilse-Horstenau, Chief of the Var
 Archives in Viennz, Privy Councilor, znd former offi-

. cer of the Austrian General Sta:if, stated that ir

Austriz hac not;beén able to rcad Russian rzaiogranms,
it woulc most probubly have lost the war as early s
in the.winter of 1914-1915.

3. United States

. Very little was known by the fnmerican public

about its cryptanalyticel agencies until the time of

Yardley!s cisclosures ol 1951. Lisutenent Colonel .

Valter Sweeney, U.5. Army, reported in a booxk written

in 1924 that Guring %orld War I the code end cipher

section of the Intelligence Service at inerican Ghf

had cdemponstrated thot any code or cipher couin be

) N . -
23 = Gyléen, on. cit Te <4

-, rl
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24
read, if sufficient time were granted. A newspaper

article in 1930-discussed the activities of G-2 and
Room 4O 0.B. in inﬁerceptihg and decoding German
radio.messages.z5 However, public attentlion was not
focused on American eryptanalytical activity until
Herbert Q. Yardley,zsformerly of the U.S. Aruy, broke

the seal of self-imposed silence which goveras the

“activities of most cryotanalysts and published his

27
fanous %The fAmericzn Plack Chamhert., .

24 - Lt. Col. Vizlter C. Eveeney, llitarvy Intelli-
gencet ~ Vew Vieavon In iar, rred A. Ltokes,
H-Y., 19:4. . '

25 - Bunday £I:E, ¥Washington, D.C., Apr. 13, 1930,
Hagazine fection, p. 5

26 - Mazjor Yaordlev nza resigned his commission in
the U.8. ALrmy Heserve bpefore sutmitting the
articles for nubliccotion,

27 - Hervert 0. Yarvlev, "Tho fueriesn Bleaik
Chenbarl Bobbs-llerrill Cozpony, Iancdiznzpolis,

26
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‘1. Yardley's Pevelations

-Barly in 1931, the Saturday Tvening Post, a

veekly magazine of tremencdous national eirculztion,

‘published a series of articles by Yardley which

Tfranxly alsclosed the exlstence of c¢ryptanzlytical

‘organizations 1in various countries, and Ziscussed

their methods, successes and failures. Analysis

. of the different types of cithers and codes in use
by these nations, with unflattering criticisa

' @irected at the U.S. Departrnent of State, was oune

28
of the prineipal themes.

The articles were then published in book form,

entitled "The :uericesn rlach Charber?. Yardley stoted

that his organization, wihiech had been establishsd in

1917 anc hed worked in secret until 1929, had solved
over 45,000 cryptograms curing that period., 4t one
time or znotner, it hzd broien the codes of irgentina,

Frazil, Chile, Chiina, Costa Rica, Cute, America, Trance,
b 2 2 3 r >

28 - lierbert 0. Yzrdley, "Secret Inks" Sefuransw
1

v
Tveniyrs 2act viaia, Vel. 203, io. 4J,
f-pT‘. j_‘-, ,1.‘,’31

"Codes®, ibic., Vol. 203, ¥o. 47, apr. 18, 1931;
“Ciphers®, ioeid., Vol. 232, To. 45, lay 9, 12315
ECrystogrens anc Taeir Solution®, ilic., Vol. Z.5
Yo. 72, Jlov. 11, 1941,
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! | DU L
L Germany, Japan, Liberisa, Mexlco, Panema, Peru, Russla,
"VAS"n Salvador,‘SentQ Loningo, the Sovlet Union, and
'Spain. Furthermoré, he re%ealcd thgt all Japznece
‘eode ﬁqgsages received or sent by‘the Japznese renre-
. sentstives during the Vzshington Nzval Conference ﬁad
} been rezd by imerican cryptanzlysts.
The Toox creatzd 2 sensaticn in both America -
and inxJapan. In addltion to a Japzuese translaticn
In Yook form which aprarently wos subsidized by
Japanese militaristé, {vo Jaganese newspapérs ran a

serial transzlation, and headlines callea attention

: : . 29
"to Amerlezn treszchery at the Weshington Conference.

3
L
E
3

In America, the book received =much attention in tle

press, #nd @:any book reviews disseminated his dis-

i

v : © closures even nore widely; thus, mundreds of persons
wiho had never rezdé Yzrdley's story were made avare

of its revelations.

Sakidad baade

Yardley wrote two other articles late in 1931.

] : One dealt vwith the cryptanalytical activities of the
? : 30 .
i British, and fthe other attenpted to explain his

29 - E.ll. Fawvexani, Balticmore Sun, 2ug. 18, 1921,

- . L - ’--1 '!———, c" < 4

530 - ile O. ¥orolay, Eoublcerossing fueric:s
H

o, 4.Y., Get. 10, 1931, pp. So-AZ.

i ythrtun e dhecidn.

23
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. , 3l
- motives for revealing governument secrets. The first

3 .
h e T e M .
.

article discussed British methods in obtaining every

b AL i

dispatch entering or leaving England, and the second,

SEVerely eriticizing the State Department?!s inadequate

. w_'m-.

~eiphers, explained that his bock had been intended

to expose America's ceficiencles in the field of
eryptography with a view to stimulating the develoﬁ—
nent of new codes for the preservation of national
-secrets. | _
Hollywood evenfually matie a pieture called

31a
"Rendezvoush based on a novel by Yaraley, and as late

as'March 1942, the Novy Department had to recuest
thet the Rimerican Ilack Chamber" not be republished.

-

2+ Pre-iar Publicity

In 1934 and sgain in 1937, newspeper stories
- discussed the activities of severzl American crypf-

analysts wiiose existence had been disclosed when called

i o e it il

upon to testify in court as government witnesses, or

e £

when dlscussed in ¢ivil service nevaspaper colummse.

Publiec attention was tnus drawn to tLs Arpyls, Havyls,

R T

3 . and Coast Guard®s cryptanalytical units.

§ 31 - iHardaert 0, Yaordlev, "ire Ve ulving ivay Cur
. gtobe Geeretsdf, Litovnw (frensivg, Lec. 19, 19351,
{:} 331h- erbort O, YuToooom, oo Lot USUTLESS ) setaey

293
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- code all messages leaving the United States.3
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A newspaper article in October 1939, announced

~that the F.C.C. had revived a Blaci Chamber to de-

2 A yeaf

later, the same columnist zttacked the entrance of
ligence, nointing out

the F.C.C. into rzdis inte2

~that its staff had no experience or xnowledge covering

law enforcement or the value of military information,

and, in addition, it was doinz something which the

Aruy, ¥avy and Department of Justice were perfectly

equipped to perform.33 4 very detailed article,

deqcr1bin~ the war a2ctivities of the F.C.C. system,

appezred in October 1941. Flaven counter-es-icnage

radlo stztions and more than eighty secondarv pobile

units were mentioned, and new antenpac Zor use in
wlzstic discs

fixing the »ositicn of trznsmitters and

7
descrlbed.B*

n

for recording messages ©

A1l the fore cf zecurlity vio-

) PO T
egolnig eXalinies

lztlons cceurred Quring pezace. ere ninor, s:chie

vere serious. The most damaging disclcsures vere to

ocecur 2ftesr the ouvtbreck sar on Decexker 7, 1941-

- T o R o % S e g W am s T e v = e 2 L e wm s il e, e oemre
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. Ce American~Jazznese ¥er

-

-~ .1l. Pearl Harhor ifternath

: '_;~'  "j .fjA ;f}. - On the day 2fter the attack on Pearl Harbor,_
? EEREE . é Yashington ne%spaper, qﬁoting relizble informants
1 ff' -to fhe‘effect that the War Dejartment had succeeded
é . e in reading the Japanese c&de, indicated that Tokyo
o hadrprobébly su5pec£ed the decisherment of 1ts codes
_ “and had neglzcted to inforz the Jasanese Fmbassy in
: Fashington of its plans to attack Pearl Harbor so as
i B - '-not to mzrn ﬁashington.35 Trwo days later the sane
E .. ‘gfl:f;_:'ilﬁewSpaper, speculating again as to whether or not
7' - 'Japaneée dirlomats iﬁ Yashington knew‘in advance of
; o : the attack on Pearl Ezrbor, announced that the United

States had solvsd the Jarsnese code in 1932, tut that

‘undoubltedly the Jarznese knew this, and in turn the

0 et e ot i

U. S. had lezrned that they “new it.36

Tire Yagezins, early in 1942, reprinted a story

erey

concerning the ¥, €, C. whiech had originslly anzezred

P

in the S5%t. Louls Post Dispateh. According to this
repord, the ¥, B. I. had Leen storped {rom seizing

an 1llegsl transmitter in the German Emhassy hecsuse

35 - Dallv Yevs, Vasaington, D.C., December 3, 19
j 36 --Loilw Ve s, Lashington, D.C., Lecember 31, 1
]
!
i 5""‘3
N .
p
3
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- the State Denartment did not rant to Jeonardl e the
' success of negotiations for the safe exchange of

- diplomatic personnel in Germany. The F. C. C. an-

nounced later that every message sent out from the

Gerzan Embassy hzd been cecoded, and, furthermore,

TR

the transmitter had been jammed at the beginning of

L o

kb s it

everr vreadeast.>7

A nevsrazer erticlzs in Februsry 1942 attoexed
rtﬁe F. B. I.'s.statemant that nezcetise restrictions
had preventcd tre copying o7 all aéss ages trunsmitied

; B .',. ‘betrecn Honolulu and Tokyo over commercial radio
circuits Tor several weelis nrior to Tecemper 7, 1941.

It ceclared thet the erumunication service of the

e i

Ravy and the signal service of the Army hzd kept

] " S comzercial circuits hetrgen Toliyo and Honolutiu under

constant survelllance zmn
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messazes to the F. B, I. Senztor Harry S, Truman,

~of ¥issouri, Chairzan of the S«natle Interstate Com-

L2

merce sub-comnitice on wire tzpnping lagislstion,
dnforzed ine Senzte that, notwithstanding the renort

of the RBoberts Comuaission, the recerd would show

FVIEIT N
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" ‘Zthat twire tapping and 1nterﬁe§t16n of messages'were”
- - if,,“'fﬁllY practiced »rior to the atiazck on Psarl Harbor, w38
| o Another zublicity lsak occurrsd “hen Leon -
Pearson on a Hutual Brosdeasting System program in
Fébruary 1942 announced that one of the intelligence
' 'services of the Governzent had decivhered certain

messages fron the French Yest Indies - ¥artini-ue and

E ‘ " Guadeloupe - vhich indicateé that German subnarines

% . had teen refueled fron the smali sorts of the Atlantic
; eoast of Guzdaloups.?

3 : ‘ ‘ _

g ) ;As z regullt of all the newsparer odubllicity at the
1 oufbreak of the rar which haé bszen given ts the crynt-
; -aﬁalytical sgencies of the U.S., many colleges hagan

!

% to'inqﬁire of the Havy about the inrzuzuration of cour-
3 ses in cr?;tPnélysis to premare thweir students ror

é war duties. ALl of The voluntary offurs vere declined
: ' - politely, hecouse 57 the rsublicity which ould zccon-
; pany such courses.

4

; 2, Roftls of Vid-aw Tmeasd

! , .

‘ The mest in-crtent -utlicity 1oz of the

| present war concerning comuunication fntellizenes

3
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. of very =ide

"Havy knewx in

. had soniehow accuired much

" occurred in early June 1942, after the Battile of

Midway, when an artiele apsearing in three néwspapers
circulation disclosed that the U. S.
advance of Jananese plans or an atiack
on Dutch Hérbor in the Aleutians znd.zgainst idway
Island.40 ' |

Indicatineg that the Ja- e had used a siriv-

anes
ing force, a suzuort “orece, snd an occunztion force,

the article gave s=aegeific dzizils of

-

c the neizeuy of

each enemy Iorce. cvident tnat the rernorter

A Ay
S o

¢ infoirmation =hiich

'.ﬁ. S. Haval Conmunicaticns Intelli-ence had disssind-
ﬁated to & very few important comnanders, and it =s
obvious ts the exverienced ohservsr that such con-
plete details of the znemyls <izng cownld hzve cope
enly from Jecl nered Jatanese mesSsegas.

Furtha?ﬂsré, x racioc Vroadeast of Tzlter
Tinchell on July 5, 1247, statsd thst alvance Tmyil-
cdze of tThe eneay!s lans nad caved U. &. force
from defeat an .o nccasicss. Anath r iten “raom his
newsneper ealuan of July 7, 1942, annosuntzd Ihat

A0 - Mo Yo Dzily Tews, Chicrgo Yribune, Tashdngzion

T Rimis tercles Jume T, LI4E.
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_ the country revortzd that

gated by 2 TFedzral Grand Jury in Chicago,

-D. Mitechell of New Ycri, Jorzer

President Houvver,

‘nal statute or of the Act of June 15, 1917,

Colonel HcCormick‘s peper in Chicago had divulged the

Teason Tor ﬁmﬂrican sucecess at ildway — the decoding

V'by the U,

Se ﬂavy of Jereanese secret messages.41
JEaaﬁhilb, an effort was made to indict those
resyonsiblﬂ Tor the original disclosure concerning
¥idway. On August 8, 1942, newspapers throughout
the case vas to te investi-

28 a result

of a preliminary incuiry nsade by the Justice Depart-
mant &t the reccmrzendstion of the U.8, Navy. UWillize

ittorney General under

~as to direct the investigation of

the Grand Jury into any pessible violztion of & crimi-

as zuerded
by the Act of llarch 28, 1940, concerning the unlaw-

ful comrmumication »f documents or comnmunicetions rela-

r

ury failed to inéict Colonel YMeCormici, fanaging

Fgitor Jemes Loy liolonzy, or Stznley Johuston, the

reporter.43

LY - ¥.o Y, Dniles “tyyor, July
L2 - WY, Tio 3
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